
‭Data Retention Policy‬

‭Purpose‬

‭This‬‭policy‬‭applies‬‭to‬‭all‬‭records‬‭generated‬‭by‬‭the‬‭United‬‭Kingdom‬‭Mathematics‬‭Trust‬‭(UKMT)‬‭during‬‭the‬
‭course‬‭of‬‭our‬‭operations‬‭and‬‭legitimate‬‭interests.‬‭For‬‭the‬‭purpose‬‭of‬‭the‬‭policy,‬‭a‬‭record‬‭refers‬‭to‬‭any‬
‭document‬‭or‬‭data,‬‭regardless‬‭of‬‭format,‬‭regarding‬‭UKMT‬‭activities.‬‭Our‬‭policy‬‭governs‬‭the‬‭retention‬‭of‬
‭records‬ ‭that‬ ‭must‬ ‭be‬ ‭kept‬ ‭to‬ ‭fulfill‬ ‭legal‬ ‭obligations‬ ‭or‬ ‭organisational‬ ‭needs,‬ ‭and‬ ‭also‬ ‭ensures‬ ‭the‬
‭proper disposal of records that we are no longer required to retain.‬

‭This policy should be viewed in line with UKMT’s Data Protection Policy.‬

‭Aims‬

‭The aims of our policy are to ensure that:‬

‭●‬ ‭Adequate records are created and captured‬

‭●‬ ‭UKMT volunteers and Trustees have appropriate access to records‬
‭●‬ ‭Business‬ ‭accountability,‬ ‭decision‬ ‭making‬ ‭and/or‬ ‭cultural‬ ‭records‬ ‭are‬ ‭retained‬ ‭and‬ ‭remain‬

‭useable‬
‭●‬ ‭Legal, accounting or other regulatory records are retained and remain usable.‬
‭●‬ ‭Records of long-term value are identified and preserved as archives‬
‭●‬ ‭Other‬ ‭records‬ ‭are‬ ‭confidentially‬ ‭destroyed‬‭when‬‭no‬‭longer‬‭required‬‭in‬‭line‬‭with‬‭the‬‭retention‬

‭schedule.‬
‭●‬ ‭Duplicates‬ ‭of‬ ‭original‬ ‭records‬ ‭that‬ ‭have‬ ‭not‬ ‭been‬ ‭annotated‬ ‭or‬ ‭edited,‬ ‭and‬ ‭which‬ ‭are‬

‭considered‬ ‭disposable,‬ ‭are‬‭safely‬‭deleted‬‭or‬‭destroyed‬‭in‬‭an‬‭appropriate‬‭manner‬‭after‬‭having‬
‭served their useful purpose.‬

‭Information‬‭and‬‭records‬‭are‬‭essential‬‭to‬‭UKMT‬‭and‬‭we‬‭must‬‭retain‬‭them‬‭for‬‭both‬‭legal‬‭and‬‭commercial‬
‭reasons‬‭while‬‭ensuring‬‭proper‬‭information‬‭governance.‬‭However,‬‭it‬‭is‬‭not‬‭always‬‭necessary‬‭or‬‭advisable‬
‭to‬‭keep‬‭all‬‭records.‬‭For‬‭example,‬‭data‬‭protection‬‭regulations‬‭require‬‭us‬‭to‬‭delete‬‭personal‬‭information‬
‭when it is no longer needed for the purpose for which it was collected.‬

‭These‬ ‭privacy‬ ‭requirements‬ ‭are‬ ‭balanced‬ ‭with‬ ‭other‬ ‭legal‬ ‭and‬‭regulatory‬‭obligations,‬‭which‬‭establish‬
‭minimum‬‭retention‬‭periods‬‭for‬‭specific‬‭types‬‭of‬‭records.‬‭Where‬‭the‬‭law‬‭specifies‬‭retention‬‭periods‬‭for‬
‭particular‬ ‭records,‬ ‭the‬ ‭obligation‬ ‭to‬ ‭retain‬ ‭those‬ ‭records‬ ‭will‬ ‭take‬ ‭precedence‬ ‭over‬ ‭any‬ ‭deletion‬
‭requirements under data protection and privacy laws.‬

‭Our‬ ‭policy‬ ‭should‬ ‭be‬ ‭read‬ ‭in‬ ‭conjunction‬ ‭with‬ ‭the‬ ‭UKMT‬ ‭Retention‬ ‭Schedule‬ ‭in‬ ‭Appendix‬ ‭A,‬ ‭which‬
‭outlines our specific retention periods.‬

‭Scope‬

‭All‬ ‭employees‬ ‭and‬ ‭Trustees‬ ‭are‬ ‭required‬ ‭to‬ ‭understand‬ ‭their‬ ‭records‬ ‭retention‬ ‭obligations‬ ‭and‬ ‭are‬
‭reminded‬‭to‬‭take‬‭steps‬‭to‬‭keep‬‭data‬‭secure,‬‭in‬‭line‬‭with‬‭our‬‭Data‬‭Protection‬‭Policy.‬ ‭Failure‬‭to‬‭adhere‬‭to‬
‭this Policy is a serious matter and may lead to disciplinary action.‬
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‭Record Retention Schedule‬

‭A‬‭record‬‭retention‬‭schedule‬‭reflects‬‭the‬‭time‬‭period‬‭UKMT‬‭must‬‭keep‬‭our‬‭records,‬‭based‬‭on‬‭legal‬‭and‬
‭operations-related‬‭requirements.‬ ‭After‬‭reaching‬‭the‬‭required‬‭time‬‭period‬‭for‬‭retention,‬‭these‬‭records‬
‭must be deleted or destroyed in an appropriate manner.‬

‭Record Class‬

‭A‬‭Record‬‭Class‬‭is‬‭a‬‭categorised‬‭set‬‭of‬‭records‬‭that‬‭are‬‭grouped‬‭together‬‭due‬‭to‬‭their‬‭common‬‭subject‬
‭matter,‬ ‭such‬ ‭as‬ ‭records‬ ‭containing‬ ‭information‬ ‭on‬ ‭employees,‬ ‭volunteers,‬ ‭and‬ ‭students.‬ ‭At‬ ‭UKMT,‬
‭records‬ ‭are‬ ‭grouped‬ ‭together‬ ‭in‬ ‭designated‬ ‭Shared‬ ‭Drives,‬ ‭with‬ ‭the‬ ‭necessary‬ ‭access‬ ‭restrictions‬ ‭in‬
‭place.‬

‭Principles‬

‭●‬ ‭A record must be retained for the period indicated;‬
‭●‬ ‭At‬ ‭the‬ ‭expiration‬ ‭of‬ ‭the‬ ‭time‬ ‭period,‬ ‭records‬ ‭should‬ ‭be‬‭deleted‬‭or‬‭destroyed‬‭in‬‭a‬‭secure‬‭and‬

‭appropriate manner;‬
‭●‬ ‭Record deletion may be achieved by:‬

‭○‬ ‭an employee deleting the record;‬
‭○‬ ‭through automated IT processes that flag out-of-date records for scheduled deletion; or‬
‭○‬ ‭through any other means that will achieve effective and timely deletion of the record‬

‭●‬ ‭The‬‭retention‬‭period‬‭generally‬‭starts‬‭at‬‭the‬‭end‬‭of‬‭an‬‭engagement‬‭period,‬‭or‬‭from‬‭the‬‭date‬‭of‬
‭last contact with the data subject;‬

‭●‬ ‭Information‬ ‭about‬ ‭the‬ ‭constitution,‬ ‭structure‬ ‭and‬ ‭operation‬ ‭of‬ ‭UKMT‬ ‭which‬ ‭is‬ ‭considered‬
‭disposable may be retained for as long as it serves a useful purpose;‬

‭●‬ ‭Information‬ ‭about‬ ‭UKMT‬ ‭which‬ ‭is‬ ‭of‬ ‭historical‬ ‭significance‬ ‭may‬ ‭be‬‭kept‬‭indefinitely,‬‭even‬‭if‬‭it‬
‭has outlived its useful purpose, unless required otherwise by applicable laws; and‬

‭●‬ ‭Reference‬ ‭materials‬ ‭obtained‬ ‭from‬ ‭sources‬ ‭outside‬ ‭of‬ ‭UKMT,‬ ‭such‬ ‭as‬ ‭articles‬‭and‬‭textbooks,‬
‭may be kept indefinitely, if they still have a useful purpose.‬

‭Roles and Responsibilities‬

‭The‬‭Executive‬‭Assistant‬‭is‬‭designated‬‭as‬‭the‬‭Administrator‬‭of‬‭this‬‭Policy,‬‭including‬‭the‬‭Records‬‭Retention‬
‭Schedule.‬ ‭The‬ ‭Administrator‬ ‭is‬ ‭responsible‬ ‭for‬ ‭overseeing‬ ‭our‬ ‭policy,‬ ‭including‬ ‭making‬ ‭necessary‬
‭updates‬ ‭to‬ ‭ensure‬ ‭compliance‬ ‭with‬ ‭applicable‬ ‭laws,‬ ‭regulations,‬ ‭rules,‬ ‭contractual‬ ‭obligations,‬ ‭and‬
‭other‬‭responsibilities,‬‭as‬‭well‬‭as‬‭ensuring‬‭the‬‭proper‬‭management‬‭of‬‭records.‬‭Regular‬‭reviews‬‭will‬‭take‬
‭place to ensure our policy aligns with all legal and business requirements.‬

‭UKMT‬‭employees‬‭and‬‭Trustees‬‭are‬‭expected‬‭to‬‭manage‬‭records‬‭and‬‭information‬‭in‬‭accordance‬‭with‬‭our‬
‭policy‬‭and‬‭the‬‭Record‬‭Retention‬‭Schedule.‬‭If‬‭anyone‬‭becomes‬‭aware‬‭of‬‭records‬‭being‬‭kept‬‭beyond‬‭their‬
‭retention period, they should inform the Administrator or Senior Leadership Team.‬

‭The Administrator must be consulted and agree to:‬

‭●‬ ‭A new Record Class/ Shared Drive being created or discontinued;‬
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‭●‬ ‭An‬ ‭existing‬ ‭Record‬ ‭Class‬ ‭being‬ ‭renamed,‬ ‭divided‬ ‭into‬ ‭multiple‬ ‭Classes‬ ‭or‬ ‭combined‬ ‭with‬
‭another Record Class; or‬

‭●‬ ‭Reconsideration of the retention period due to operational or legal concerns.‬

‭Storage‬

‭UKMT‬‭servers‬‭are‬‭backed‬‭up‬‭regularly‬‭for‬‭disaster‬‭recovery‬‭purposes‬‭only.‬ ‭Backups‬‭are‬‭retained‬‭for‬‭no‬
‭longer than a year, at which time they will be deleted and the backup media overwritten or destroyed.‬

‭Electronic‬‭records‬‭must‬‭be‬‭maintained‬‭on‬‭systems‬‭supported‬‭or‬‭approved‬‭by‬‭UKMT.‬ ‭Home‬‭computers‬
‭or other personal devices  are not an acceptable means for maintaining records.‬

‭Hard‬‭copies‬‭of‬‭records‬‭must‬‭be‬‭kept‬‭on-site‬‭at‬‭the‬‭UKMT‬‭office‬‭and‬‭must‬‭be‬‭properly‬‭stored‬‭in‬‭lockable‬
‭filing cabinets.‬

‭Deletion and Destruction‬

‭Duplicate,‬ ‭draft‬ ‭and‬ ‭transitory‬ ‭records‬ ‭i.e.‬ ‭routine‬ ‭administrative‬ ‭communications‬ ‭that‬ ‭are‬ ‭only‬
‭required‬‭for‬‭a‬‭short‬‭period‬‭of‬‭time,‬‭should‬‭be‬‭destroyed‬‭when‬‭they‬‭are‬‭no‬‭longer‬‭useful‬‭or‬‭required‬‭for‬
‭operational or legal purposes.‬

‭Records‬‭should‬‭be‬‭destroyed‬‭in‬‭a‬‭way‬‭that‬‭completely‬‭obliterates‬‭their‬‭content‬‭and‬‭renders‬‭the‬‭records‬
‭unreadable‬ ‭and‬‭unusable‬‭e.g.‬‭hardcopy‬‭records‬‭should‬‭be‬‭cross-cut,‬‭shredded,‬‭incinerated‬‭or‬‭pulped.‬
‭Electronic‬ ‭media‬ ‭should‬ ‭be‬ ‭securely‬ ‭overwritten‬ ‭or‬ ‭physically‬ ‭destroyed.‬ ‭Where‬ ‭records‬ ‭are‬ ‭to‬ ‭be‬
‭destroyed,‬ ‭the‬ ‭destruction‬ ‭process‬ ‭must‬ ‭cover‬ ‭all‬ ‭instances‬ ‭where‬ ‭the‬ ‭records‬ ‭may‬‭reside,‬‭including‬
‭database‬‭servers,‬‭mainframes,‬‭transfer‬‭directories,‬‭bulk‬‭data‬‭copy‬‭directories‬‭used‬‭to‬‭transfer‬‭between‬
‭servers, storage area network, as well as paper copies of the records.‬

‭Queries‬

‭Any‬ ‭questions‬ ‭concerning‬ ‭this‬ ‭policy‬ ‭or‬ ‭Record‬ ‭Retention‬ ‭Schedule‬ ‭should‬ ‭be‬ ‭directed‬
‭dpo@ukmt.org.uk‬‭.‬
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‭Appendix A – Retention Schedule‬
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‭EMPLOYMENT RECORD/ SLT DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬

‭Data of rejected job applicants e.g., application letters, CVs, references, certificates of good conduct, job interview‬
‭notes, assessments‬

‭D+ 12 months‬

‭Employment contracts‬ ‭D+ 6 years‬

‭Copies of identification document‬ ‭D+ 6 years‬

‭Identification documents of foreign nationals‬ ‭D+ 2 years‬

‭Business data and documents concerning pension schemes and related subjects‬ ‭D+ 6 years‬

‭DBS certificate‬ ‭D+ 3 months‬

‭DBS check record‬ ‭D+ 6 years‬

‭Medical records‬ ‭D+ 6 years‬

‭Data concerning a temporary worker‬ ‭D+ 6 years‬

‭Employee emergency contacts‬ ‭D+ 6 years‬

‭Reports on employee performance review meetings and assessment interviews e.g., evaluations, employment‬
‭application forms of successful applicants, copies of academic and other training received, employment contracts and‬
‭their amendments, correspondence concerning appointment, appraisals, promotions and demotions, references and‬
‭sick leave records‬

‭D+ 6 years‬

‭PAYROLL RECORD/ FINANCE DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬
‭Administration of salaries including tax-exempt reimbursements. Employer information provided to an employee‬
‭on an annual basis evidencing total amount of salary earned, wage withholding tax, and social security withheld.‬

‭D+ 6 years‬

‭Employee details for UKMT's business administration purposes including employee's name, date of birth, tax‬
‭registration number and address. In addition, requests from employees to apply a wage withholding tax discount‬
‭must be retained in the company’s administration.‬

‭D+ 6 years‬
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‭Payroll records (wages, tax and social security records, payslips, overtime compensation, bonuses, expenses,‬
‭benefits in kind)‬

‭D+ 6 years‬

‭INSURANCE RECORD/ FINANCE DRIVE/ UKMT TEAM DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬

‭Employee life assurance policies‬ ‭D+ 6 years‬

‭Business insurance policies‬ ‭End of policy+ 7 years‬

‭VOLUNTEER RECORD/ UKMT TEAM DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬

‭Personal data e.g., application forms, CVs, references‬ ‭D+ 6 years‬

‭Copies of identification document‬ ‭D+ 6 years‬

‭DBS check record‬ ‭D+ 6 years‬

‭Volunteer details for UKMT's organisational administration purposes including name, date of birth, address, bank‬
‭details, passport and emergency contacts.‬

‭D+ 6 years‬

‭Personal data regarding individual attendance at events e.g., form responses, dietary requirements, travel requirements‬
‭etc.‬ ‭D+ 6 years‬

‭Personal data from surveys e.g. post events and/ or regarding service levels etc.‬ ‭D+ 12 months‬

‭Photographs & video images‬ ‭D+ 6 years‬

‭STUDENT RECORD/ CUTTLE/ UKMT TEAM DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬

‭Personal data on children and young people engaging with UKMT‬ ‭D+ 6 years‬

‭Individual attendance at events e.g., form responses, dietary requirements, travel requirements etc.‬ ‭D+ 6 years‬

‭Personal data from surveys e.g. post events and/ or regarding service levels etc.‬ ‭D+ 12 months‬

‭Photographs & video images‬ ‭D+ 6 years‬

‭OTHER RECORD/ UKMT TEAM DRIVE (D= last date of employment/ engagement with UKMT)‬ ‭Retention Period‬
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‭Correspondence‬ ‭Year of Correspondence +6 years‬

‭Personal data of employees in network systems, computer systems, communication equipment used by employees,‬
‭access controls and other internal management/administration‬

‭D + 6 y‬

‭Personal data on Donors‬ ‭Financial Year of Donation + 3 years‬

‭Safeguarding information of children and young people who have engaged with UKMT‬ ‭Until the child is 25, if the data subject is a minor‬
‭(Information and Records Management Society‬
‭(IRMS), 2016) - this could be extended if for example‬
‭there's an open legal action.    ‬

‭ If concerns have been raised about an adult’s‬
‭behaviour around children: either until they reach‬
‭normal retirement age or for 10 years - whichever is‬
‭longer (IRMS, 2016)  ‬

‭Mailing list, marketing communication records   ‬ ‭Until consent is withdrawn by the individual‬


