
​Data Protection Policy​

​Purpose​

​The​​United​​Kingdom​​Maths​​Trust​​(UKMT)​​is​​committed​​to​​being​​transparent​​about​​how​​we​​collect,​
​use,​ ​store​ ​and​ ​process​ ​personal​ ​data​​to​​meet​​our​​data​​protection​​obligations​​in​​line​​with​​the​​UK​
​General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 (DPA).​

​This​ ​policy​ ​sets​ ​out​ ​our​ ​commitment​ ​as​ ​well​ ​as​ ​the​ ​legal​ ​conditions​ ​that​ ​must​ ​be​ ​satisfied​ ​in​
​relation to obtaining, handling, processing, storing, transferring, and destruction of personal data.​

​Trustees,​​volunteers​​and​​contractors​​who​​process​​personal​​data​​are​​expected​​to​​comply​​with​​this​
​policy and any associated procedures.​

​UK GDPR & DPA 2018​

​Personal​ ​data​ ​is​ ​collected,​ ​used,​ ​stored​ ​and​ ​processed​ ​in​ ​accordance​ ​with​ ​the​ ​following​ ​data​
​protection principles:​

​●​ ​It is done lawfully, fairly and in a transparent manner;​
​●​ ​It is done only for specified, explicit and legitimate purposes;​
​●​ ​It​ ​is​ ​done​ ​only​ ​where​ ​it​ ​is​ ​adequate,​ ​relevant,​ ​and​ ​limited​ ​to​ ​what​ ​is​ ​necessary​ ​for​ ​the​

​purposes of processing;​
​●​ ​Personal​​data​​is​​kept​​accurate​​and​​we​​take​​all​​reasonable​​steps​​to​​ensure​​that​​inaccurate​

​personal data is rectified or deleted without delay;​
​●​ ​Personal data is kept only for the period necessary for processing;​
​●​ ​UKMT​ ​adopts​ ​appropriate​ ​measures​ ​to​ ​make​ ​sure​ ​that​ ​personal​ ​data​ ​is​ ​secure,​ ​and​

​protected​​against​​unauthorised​​or​​unlawful​​processing,​​and​​accidental​​loss,​​destruction,​​or​
​damage; and​

​●​ ​UKMT can demonstrate compliance to all the above.​

​The​​reasons​​for​​processing​​personal​​data,​​how​​the​​data​​is​​used​​and​​the​​legal​​basis​​for​​processing​
​is​ ​documented​ ​and​ ​published​ ​via​ ​UKMT’s​ ​Privacy​ ​Notices.​ ​UKMT​ ​only​ ​processes​ ​personal​ ​data​
​where​​there​​is​​a​​lawful​​basis​​under​​Article​​6​​UK​​GDPR​​(and​​Article​​9​​where​​special​​category​​data​​is​
​processed).​

​Trustee Responsibilities​

​The​​Trustees​​of​​the​​United​​Kingdom​​Mathematics​​Trust​​have​​the​​overall​​legal​​responsibility​​for​​UK​
​GDPR and Data Protection compliance.​

​Volunteer Responsibilities​

​Volunteers​​who​​access​​the​​personal​​data​​of​​trustees,​​other​​volunteers,​​and​​students​​are​​required​
​to:​

​●​ ​Access data only with authority to do so and only for authorised purposes;​
​●​ ​Not disclose data except to individuals who have appropriate authorisation;​
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​●​ ​Keep​ ​data​ ​secure,​ ​for​ ​example​ ​by​ ​complying​​with​​rules​​on​​access​​to​​premises,​​computer​
​access, including password protection, and secure file storage and destruction;​

​●​ ​Limit the amount of personal data stored on local drives or on personal devices; and​
​●​ ​Report suspected data breaches in line with UKMT’s Data Breach Policy and Procedure​

​Employee Responsibilities​

​Employees​ ​must​ ​ensure​ ​that​ ​any​​personal​​data​​provided​​in​​connection​​with​​their​​employment​​is​
​accurate​ ​and​​up​​to​​date.​ ​For​​example,​​any​​change​​to​​name,​​address,​​telephone​​number​​and/​​or​
​bank​ ​details​ ​must​​be​​reported​​to​​line​​managers​​as​​soon​​as​​possible.​​Employees​​may​​periodically​
​be​ ​asked​ ​to​ ​confirm​ ​any​ ​personal​ ​data​ ​held​ ​and​ ​are​ ​expected​ ​to​ ​comply​ ​with​ ​such​ ​requests.​
​Employees​ ​have​ ​access​ ​to​ ​the​ ​personal​ ​data​ ​of​ ​other​ ​individuals,​ ​trustees,​ ​volunteers​ ​and​
​students, and are responsible for meeting data protection obligations.  They are required to:​

​●​ ​Access data only with authority to do so and only for authorised purposes;​
​●​ ​Not disclose data except to individuals who have appropriate authorisation;​
​●​ ​Keep​ ​data​ ​secure,​ ​for​ ​example​ ​by​ ​complying​​with​​rules​​on​​access​​to​​premises,​​computer​

​access, including password protection, and secure file storage and destruction;​
​●​ ​Not​ ​remove​ ​personal​ ​data,​ ​or​ ​devices​​containing,​​or​​that​​can​​be​​used​​to​​access​​personal​

​data,​ ​from​ ​the​ ​workplace​ ​without​ ​consent​ ​from​ ​their​ ​line​ ​manager.​ ​Appropriate​​security​
​measures​​must​​be​​applied​​(such​​as​​encryption​​or​​password​​protection)​​to​​secure​​the​​data​
​and the device;​

​●​ ​Not store personal data on local drives or on personal devices; and​
​●​ ​Report suspected data breaches in line with UKMT’s Data Breach Policy and Procedure​

​All​ ​requests​ ​for​ ​personal​ ​data​ ​should​ ​be​ ​made​ ​in​ ​writing,​ ​providing​ ​precise​ ​details​ ​of​ ​the​
​authority/body asking for the information and the legal basis for us to supply the information.​

​In​​the​​event​​of​​any​​doubt​​as​​to​​what​​information​​can​​be​​released,​​requests​​may​​be​​passed​​to,​​or​
​advice taken from,​​dpo@ukmt.org.uk​​.​

​Data Protection Impact Assessments (DPIAs)​​ ​

​Where​​UKMT​​proposes​​processing​​that​​is​​likely​​to​​result​​in​​a​​high​​risk​​to​​the​​rights​​and​​freedoms​​of​
​individuals,​​particularly​​when​​introducing​​new​​technologies,​​systems​​or​​processes,​​it​​will​​undertake​
​a Data Protection Impact Assessment (DPIA) before processing begins.​

​Data Subject Access Request (DSAR)​

​To​ ​make​ ​a​ ​Data​ ​Subject​ ​Access​ ​Request​ ​(DSAR),​ ​individuals​ ​should​ ​send​ ​their​ ​request​ ​to​
​dpo@ukmt.org.uk​​.​ ​Proof​ ​of​ ​identification​ ​may​ ​be​ ​requested​ ​as​ ​applicable​ ​upon​ ​receipt​ ​of​ ​the​
​request.​

​DSARs​ ​must​ ​legally​ ​be​ ​responded​ ​to​ ​within​ ​one​ ​month.​ ​One​ ​month​ ​begins​ ​when​ ​the​​request​​is​
​received​ ​by​ ​UKMT,​ ​or​ ​if​ ​ID​ ​is​ ​reasonably​ ​requested,​ ​when​ ​sufficient​ ​identification​ ​has​ ​been​
​received.​
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​Where​​permitted​​by​​law,​​for​​example​​where​​a​​request​​is​​complex​​or​​numerous,​​UKMT​​may​​extend​
​the​ ​response​ ​period​ ​by​ ​up​ ​to​ ​a​ ​further​ ​two​ ​months.​ ​The​ ​requester​ ​will​ ​be​ ​informed​ ​within​​one​
​month​ ​of​ ​receiving​ ​the​ ​request​ ​(or​ ​sufficient​ ​identification​ ​where​ ​requested),​ ​together​ ​with​ ​the​
​reasons for the extension.​

​If​​a​​DSAR​​is​​manifestly​​unfounded​​or​​excessive,​​UKMT​​is​​not​​obliged​​to​​comply​​with​​it;​​it​​is​​likely​​to​
​be​ ​manifestly​ ​unfounded​ ​or​ ​excessive​ ​where​ ​it​ ​repeats​ ​a​ ​request​ ​to​ ​which​ ​UKMT​ ​has​ ​already​
​responded. The requestor will be notified if that is the case and whether UKMT will respond to it.​

​Data Security​

​The security of personal data is taken very seriously. Internal policies and controls are in place to​
​protect personal data against loss, accidental destruction, misuse, or disclosure and to ensure that​
​data is not accessed inappropriately.​

​Security procedures include:​

​●​ ​Door entry controls; any stranger seen in entry-controlled areas should be reported;​
​●​ ​Secure​​lockable​​desks​​and​​cupboards;​​desks​​and​​cupboards​​should​​be​​kept​​locked​​if​​they​

​hold confidential information of any kind. (Personal data is always considered confidential);​
​●​ ​Methods​ ​of​ ​disposal;​ ​paper​ ​documents​ ​should​ ​be​ ​shredded.​ ​Electronic​ ​storage​ ​devices​

​should be physically destroyed when they are no longer required.​
​●​ ​Equipment;​​screens​​must​​not​​show​​confidential​​information​​to​​passers-by​​and​​employees​

​must log off or lock devices when left unattended;​
​●​ ​Where​​UKMT​​engages​​third​​parties​​to​​process​​personal​​data​​on​​our​​behalf,​​such​​parties​​do​

​so​ ​based​ ​on​ ​written​ ​instructions,​ ​and​ ​are​ ​under​ ​a​ ​duty​ ​of​ ​confidentiality​ ​and​ ​obliged​ ​to​
​implement​ ​appropriate​ ​technical​ ​and​ ​organisational​ ​measures​ ​to​ ​ensure​ ​the​ ​security​ ​of​
​data.​

​These​ ​procedures​ ​apply​ ​both​ ​when​ ​working​ ​at​ ​the​ ​UKMT​ ​office​ ​and​ ​when​ ​working​ ​remotely​ ​in​
​accordance with our Remote Working Policy.​

​Data Breach​

​A​​data​​breach​​is​​an​​incident​​when​​there​​is​​accidental​​or​​unlawful​​destruction,​​loss,​​or​​unauthorised​
​disclosure​ ​of​ ​personal​ ​data.​ ​Employees​ ​must​ ​report​ ​a​ ​data​ ​breach​ ​to​ ​their​ ​line​ ​manager​ ​at​ ​the​
​earliest​​opportunity.​​Where​​there​​has​​been​​a​​breach​​of​​personal​​data​​that​​poses​​a​​risk​​to​​the​​rights​
​and​ ​freedoms​ ​of​ ​individuals,​ ​it​ ​will​ ​be​ ​reported​ ​to​ ​the​ ​Information​ ​Commissioner's​ ​Office​ ​(ICO)​
​within​ ​72​ ​hours​ ​of​ ​discovery​ ​by​ ​UKMT.​ ​A​ ​record​​of​​all​​data​​breaches​​is​​maintained​​regardless​​of​
​their effect.​

​If​ ​the​ ​breach​ ​is​ ​likely​ ​to​ ​result​ ​in​ ​an​ ​elevated​ ​risk​ ​to​ ​the​ ​rights​ ​and​ ​freedoms​​of​​individuals,​​the​
​affected​​individuals​​will​​be​​informed​​and​​provided​​with​​information​​about​​its​​likely​​consequences​
​as well as the mitigation measures taken.​

​How UKMT processes and records a data breach is set out in our Data Breach Policy & Procedure.​
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​Data Disposal​

​All​ ​records​ ​containing​ ​personal​ ​data​ ​are​ ​disposed​ ​of​​in​​line​​with​​the​​retention​​periods​​set​​out​​in​
​UKMT's​ ​Data​ ​Retention​ ​Policy,​ ​taking​ ​into​ ​account​ ​ICO​ ​guidance​ ​and​ ​any​ ​applicable​ ​legal​ ​or​
​regulatory requirements.​

​Personal​ ​data​ ​will​ ​not​ ​be​ ​retained​​for​​longer​​than​​is​​necessary​​for​​the​​purposes​​for​​which​​it​​was​
​collected​ ​unless​ ​a​ ​longer​ ​retention​ ​period​ ​is​ ​required​ ​by​ ​law.​ ​The​ ​method​ ​of​ ​disposal​ ​must​ ​be​
​appropriate​ ​to​ ​the​ ​sensitivity​ ​of​ ​the​ ​data​ ​and​ ​may​ ​include​ ​shredding.​​Employees​​are​​aware​​that​
​when​ ​disposing​ ​of​ ​printed​ ​confidential​ ​data,​ ​the​ ​correct​ ​confidential​ ​disposal​ ​system​ ​must​ ​be​
​used.​ ​Under​ ​no​ ​circumstances​ ​should​ ​personal​ ​data​ ​be​ ​disposed​ ​of​ ​using​ ​recycling​ ​or​​standard​
​waste bins.​

​Note​ ​that​ ​‘deleting’​ ​a​ ​computer​ ​file​ ​does​ ​not​ ​equate​ ​to​ ​destroying​ ​the​ ​data​ ​as​ ​it​ ​can​ ​often​ ​be​
​recovered.​

​Training​

​New​ ​employees​ ​are​ ​briefed​ ​about​ ​their​ ​data​ ​protection​ ​responsibilities​ ​as​ ​part​ ​of​ ​the​ ​induction​
​process.​ ​Additional​ ​training​ ​is​ ​provided​ ​to​ ​help​ ​employees​ ​understand​ ​their​ ​duties​ ​and​ ​how​​to​
​comply with them on a regular basis.​

​Volunteers and trustees are provided with guidance on their data protection responsibilities.​

​International Data Transfers​

​Where​​UKMT​​transfers​​personal​​data​​outside​​the​​UK,​​appropriate​​safeguards​​will​​be​​implemented​
​in​ ​accordance​ ​with​ ​Chapter​ ​V​ ​of​ ​the​ ​UK​ ​GDPR,​ ​such​ ​as​ ​adequacy​ ​regulations​ ​or​ ​the​ ​UK​
​International Data Transfer Agreement (IDTA), where required.​

​Non-Compliance​

​If​ ​UKMT​ ​fails​ ​to​ ​comply​ ​with​ ​our​ ​obligations​ ​under​ ​the​ ​data​ ​protection​ ​legislation,​ ​including​
​breaching​ ​the​ ​data​ ​protection​ ​principles,​ ​data​ ​subject​ ​rights​ ​and​ ​requirements​ ​regarding​
​international data transfers, we could be subject to significant administrative fines.​

​The​​breach​​of​​any​​of​​the​​instructions​​or​​procedures​​following​​from​​this​​policy​​will​​be​​investigated​
​thoroughly and may result in disciplinary action.​

​Data Protection Complaints​

​Individuals​ ​who​ ​believe​ ​that​ ​UKMT​ ​has​ ​infringed​ ​data​ ​protection​ ​legislation​ ​in​ ​the​ ​way​ ​it​ ​has​
​handled​ ​their​ ​personal​ ​data​​have​​the​​right​​to​​make​​a​​complaint​​to​​UKMT​​and​​to​​the​​Information​
​Commissioner’s Office (ICO).​

​Concerns​ ​relating​ ​to​ ​the​ ​processing​ ​of​ ​personal​ ​data​ ​should​ ​be​ ​raised​ ​in​ ​the​ ​first​ ​instance​ ​with​
​UKMT's Data Protection Officer by emailing​​dpo@ukmt.org.uk​​.​
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​Upon receipt of a complaint, UKMT will:​

​●​ ​acknowledge the complaint within five working days;​
​●​ ​investigate the complaint, led by the person responsible for data protection;​
​●​ ​provide a substantive response within one calendar month, wherever possible;​
​●​ ​notify the complainant if the investigation is likely to take longer due to the complexity of​

​the matter, explaining the reason for the delay and providing a revised timescale;​
​●​ ​take appropriate corrective action where the investigation identifies that improvements or​

​remedial measures are required; and​
​●​ ​advise the complainant of their right to make a complaint to the Information​

​Commissioner's Office (ICO) if they remain dissatisfied with the outcome or with the way​
​UKMT has handled their personal data.​

​Applicable Law​

​●​ ​UK General Data Protection Regulation (UK GDPR)​
​●​ ​Data Protection Act 2018​
​●​ ​Privacy​ ​and​ ​Electronic​ ​Communications​ ​(EC​ ​Directive)​ ​Regulations​ ​2003​ ​(PECR),​ ​where​

​applicable​

​Queries & Amendments​

​This​ ​policy​ ​will​​be​​reviewed​​at​​least​​annually,​​or​​sooner​​where​​required​​by​​changes​​in​​legislation,​
​regulatory guidance or UKMT's operational requirements.​

​Questions​ ​about​ ​this​ ​policy​ ​or​ ​UKMT's​ ​processing​ ​of​ ​personal​ ​data​ ​should​ ​be​ ​directed​ ​to​
​dpo@ukmt.org.uk​​.​
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